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DYNAMIC RESOURCE CONTROL IN A PROCESSING SYSTEM 

The invention relates to processing systems, and more specifically to resource 
control in a processing system. It notably applies to controlling licences in 
5 multiprocessing telecommunication systems or in computers. 

Resource control is used in the field of computers for controlling software or 
hardware licences. Current licensing control schemes fall into three main categories: 
- installation time; 
10 - hardware protection; 
start-up time. 

Other products - such as the products of Oracle - rely on the user and do not 
use any licensing control scheme. 

15 

Installation time protection is often used for PC software and requires input of 
a password when the software is installed; the password being provided at the time 
the product is purchased. Hardware protection schemes make it necessary to connect 
a hardware protection device to the computer system in order to use the resource. 
20 The behaviour of the protection device is scanned in order to allow or prohibit use of 
the resource. Start-up time protection is used for HP Open Call SS7; the application 
program relies on the licence granted at start-up time. 

These schemes have the following drawbacks. They do not allow dynamic 
25 control of the licence, or more generally, dynamic control of the use of a resource. 
An application needs to be stopped in order to change its licence status. 

US-A-5940504 proposes a license management scheme for recording the use of 
a licensed product, and for controlling its use in accordance with the terms of the 

30 license. A licensed product invokes a license check monitor at regular time intervals. 
The monitor generates request datagrams which identify the licensee and the product 
and sends the request datagrams over a network to a license control system. The 
license control system maintains a record of the received datagrams, and compares 
the received datagrams to data stored in its licensee database. The license control 

35 system transmits reply datagrams with either a denial or an approval message to the 
monitor. The monitor terminates further use of the product if it receives a denial 
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message. The monitor generates its own denial message if its request datagrams are 
unanswered after a predetermined interval of time. 

In the field of multiprocessing systems, such as telecommunication 
multiprocessing systems, there is a particular need for a resource control scheme that 
5 allows real-time and continuous use of applications in variable load conditions. This 
need for a resource control scheme is also present in other types of processing 
systems that only feature a single processor. 

The applicant provides under the trademark HP Open Call SS7 a platform for 
10 telecommunication Common Channel Signalling systems operating under CCITT 
Signalling System n°7. The HP Open Call SS7 system is a multiprocessing system; it 
is part of a signalling network existing within the telecommunication network and 
controlling it. The operation of these platforms is generally satisfactory, but could 
still be improved as regards licensing technology. Current licensing technologies 
15 used within the applicant's HP Open Call SS7 are process-oriented; the licensing 
controls the process behaviour; the licensing scheme is static and does not allow 
dynamic upgrade. Last, all components implement the complete licensing 
processing: key computation, interface, documentation, licensing logic - such as 
actions in case of misused licence, logs, alarms, etc. 

20 

Windows 2000 allows control of CPU time by the various applications. At the 
time an application is started, the ratio of CPU time used by the application may be 
limited. This solution is not dynamic, and implies that an application needs to be 
shut down and restarted in order to limit CPU access. 

25 

This invention is directed to overcoming these problems by improving the 
control of the use of a resource in a data processing system in a manner that provides 
for dynamic control of the use of the resource and does not rely on the continual 
availability of a separate control system so as to enable high availability of the 
30 processes and the possibility of on-line upgrades. . 



To achieve this, the invention provides a method for controlling the use of a 
resource by at least one process in a data processing system having an inter-process 
35 communication mechanism provided with storage facilities that do not rely on the 
functioning of processes that use the mechanism, comprising the steps of : 
providing a licence controller; 
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communicating an allowed work unit rate for the resource between the at least one 
process and the licence controller by storing at least one parameter in the storage 
facilities provided by the inter-process communication; and, in the at least one 
process, controlling the use of the resource by the process according to the parameter. 

5 

In one embodiment of the invention, the step of communicating comprises 
having the licence controller repeatedly update the parameter according to the use of 
the resource allowed for the process. In this case, the step of communicating may 
comprise having a process repeatedly read from its inter-process communication the 
1 0 allowed work unit rate for the resource. 

In another embodiment of the invention, the step of communicating comprises 
having the licence controller read from the inter-process communication of a process 
the actual use rate for the resource by the process. 

15 

In both embodiments, the step of controlling may comprise, for the process, adapting 
its operation to the allowed work unit rate for the process. 

In yet another embodiment of the invention, the processes comprise a plurality 
20 of identical processes, and the step of communicating comprises having the licence 
controller update the inter-process communication of said identical processes while 
sharing use of the resource between said identical processes. 

The invention notably can be applied to multiprocessing systems. 

25 

The invention further relates to a processing system, comprising a resource and 
at least one process using the resource; a licence controller; an inter-process 
communication between the licence controller and each process, wherein an inter- 
process communication contains information representative of the allowed use of the 
30 resource by its process. 

Last, the invention provides a processing system, comprising a resource and at 
least one process using the resource; a licence controller; an inter-process 
communication between the licence controller and each process, wherein an inter- 
35 process communication contains information representative of the actual use of the 
resource by its process. 
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A system embodying the invention will now be described, by way of non- 
limiting example, and with reference to the accompanying drawings, wherein: 
figure 1 is a schematic view of a multiprocessing system embodying the 
invention; 

5 - figure 2 is a flowchart of the operation of the system of figure 1 ; 

figure 3 is a schematic view of another multiprocessing system embodying the 
invention. 

Whilst the invention is described below with reference to a preferred 
10 embodiment, where it is applied to licence control in a multiprocessing system, it 
will be understood that the invention may be applied more generally to control any 
type of distributed resource, e. g. for controlling memory size, rate of CPU time, 
access to disks, peripherals, printers, networks, etc. The invention applies not only to 
multiprocessing systems, but also more generally to any type of processing system, 
15 including single-processor systems such as conventional personal computers. 

According to the invention, a licence controller is provided for each process to 
be controlled, for controlling the licensing of the process. An inter-process 
communication mechanism between the process and the licence controller is also 
20 provided. Through the inter-process communication, a process and the licence 

controller exchange information regarding actual and allowed use of the resource by 
the process. According to this information, the process may be controlled. The 
invention applies to a multiprocessing system, inasmuch as the licence controller is a 
process separate from other processes. 

25 

Figure 1 is a schematic view of a multiprocessing system embodying the 
invention : it shows a licence controller 1, and two resource users, that is a process 3 
and an application 5 with its attached library 7. There is provided a memory 9 that is 
shared between process 3 and licence controller 1. Shared memory 9 thus acts as an 

30 inter-process communication between process 3 and licence controller 1. There is 
provided another memory 1 1 shared between library 7 and licence controller 1. 
Shared memory 1 1 thus acts as an inter-process communication path between library 
7 and licence controller 1. Shared memories 9 and 1 1 may be independent 
memories, or may be segments of the same physical memory. In any case, memories 

35 9 and 11 are functionally independent. 

The licence controller 1 is a process designed to allocate use of resources - in 
the present embodiment, it is designed to control the operation of process 3 and 
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application 5, that is the amount of work unit rate for the process or for the 
application. Shared memories 9 and 1 1 act as inter-process communication paths 
that allows each process to communicate with the other process. It will be 
understood that other types of inter-process communication could be used, e. g. a 
5 socket or a file. A shared memory permits a heart beat scheme to be implemented, as 
exemplified below. Where as a socket simply returns to one of the processes a signal 
originating from the other process, a shared file may be accessed successively by the 
process and the licence controller. A time-lock that is reassessed each time a process 
accesses the file also allows the licence controller to control the activity of the 
10 process. 

Process 3 and library 7 each define a work unit, which is an activity unit or a 
resource unit - such as memory or CPU requirement -, the operation of which needs 
to be controlled. 

15 

The operation of the system of figure 1 is now described, with reference to 
figure 2, which is a flowchart of the operation of the system of figure 1, as regards 
process 3. It is assumed in this description that process 3 is started before application 
5. In step 10, process 3 is started, and memory 9 is allocated for the inter-process 
20 communication. Process 3 then writes in the inter-process communication 

information regarding its identity and its work unit rate. This information may 
comprise, for instance : 
licensing revision; 
process name; 
25 - protocol entity; 

work unit type; 
actual work unit rate. 

At step 12, memory 9 is attached to the licence controller enabling the licence 
30 controller to communicate with the process. The process is identified by the 

information contained in the inter-process communication at the time it is attached to 
the licence controller. 

At step 14, licence controller 1 computes an allowed use for process 3; where 
35 the invention is applied to licence control, the computed information is representative 
of the operation of process 3 allowed under the licence; in the case of a 
telecommunication signalling network, the computed information may represent a 
transaction rate, a call rate, or a link number: more generally, the computed 
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information is representative of the activity unit or resource unit rate. Licence 
controller 1 writes the computed information into shared memory 9. 

At step 16, process 3 writes actual work unit rate into shared memory 9. At 
5 this time, shared memory contains both the licensed work unit rate and the actual 
work unit rate for the process. The actual work unit rate may thus be compared to 
the licensed work unit rate, as indicated in box 18. If the actual work unit rate is 
higher than the licensed work unit rate, as indicated at 20, action may be taken by the 
process, or by the licence controller, since the information is available to both. Else, 
10 as symbolised by arrow 22, licence controller 1 or process 3 may update the licensed 
or actual work unit rate at any time. 

Thus, once process 3 is started, it may at any time read licence information 
from shared memory 9, and adapt its operation to the licence information read. 
15 Similarly, licence controller 1 may at any time write into shared memory 9 update 
licence information for controlling the operation of process 3, or take whatever 
necessary action according to the actual work unit rate read from the shared memory. 

The operation of the system of figure 1 as regards library 7 is similar. Licence 
20 controller 1 may thus control operation of library 7 and application 5. 

The operation of the system, as exemplified above, provides the following 
advantages: the operation is process oriented, and licence controller 1 may control 
operation of each process independently; in addition, operation of an application may 

25 be controlled through its library. In addition, as discussed in reference to figure 2, 
licensing is dynamic, and may be updated at any time during the operation of a 
process. It can be seen that high availability for the processes is ensured,: processes 
may be restarted even if the licence controller is not available, or may continue their 
operation even when and if the licence controller is not active. This allows the 

30 licence controller to be updated or modified without impacting the operation of 
controlled processes. 

In addition, the information stored in the inter-process communication may 
comprise a work unit tolerance, indicating, for instance, if the licensed rate may be 
35 exceeded for a given period of time. This feature is particularly useful for 

telecommunication systems, where a traffic peak may have to be dealt with for a 
short period of time. Last, the information stored in the inter-process communication 
may comprise action to be taken in case of excess of licensed work unit rate or action 
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to be taken in case of excess of work unit tolerance. This allows action to be taken 
either by the process or by the licence controller. 

The invention thus allows the licensing processing to be implemented in the 
5 licence controller, and not necessarily in each and every process. This makes it 
possible to simplify the operation of a process, by only requiring ability to address 
the inter-process communication. Key computation, interface documentation, 
licensing logic - actions in case of misused licence, logs and alarm - may be 
implemented in the licence controller only, for all controlled processes. 

10 

Figure 3 is a schematic view of another multiprocessing system embodying the 
invention. The system comprise three processes 26, 28 and 30 , and the invention is 
used for sharing load between the processes. Inter-process communications 32, 34, 
36 are provided between each process and a licence controller 38. At start-up time, 
15 assuming there as m processes, and the overall licence for this type of processes is n, 
the right for each process is n/m. If a process fails, this may be noticed by the licence 
controller -either because the actual work unit rate decreases, or because there is no 
update of the actual work unit rate. The licence controller may then increase the 
licensed working rate for the other processes to n/(m-l). 

20 

Whenever a process needs to be stopped, the licence controller may 
progressively and gracefully decrease the licensed work unit rate. On the contrary, a 
licensed work unit rate may be increased progressively: for instance, when a new 
process is installed, it may be started for test purposes with a reduced licensed 
25 working rate. The licensed working rate may thereafter be increased, at the end of 
the testing phase. 

The invention thus provides dynamic update, load sharing, and a graceful 
stopping of processes. 

30 

The invention is of particular advantage when applied in telecommunication 
multiprocessing systems, such as the HP Open Call SS7 platform of the applicant. 
Complete and accurate control of licences, or of the use of resources, can be achieved 
without any detrimental effect on the operation of the system. 

35 

Although the invention has been explained in reference to preferred 
embodiments, it should be understood that it is not limited to these embodiments, 
and that various changes or modifications can be contemplated by the person skilled 
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in the art, without departing from the invention, as determined by the appended 
claims. For instance, in the preferred embodiment, the actual work unit rate and the 
licensed work unit rate were both written in the inter-process communication. 
However, the invention could also apply where only the licensed work unit rate is 
5 written to the inter-process communication, in case where any action to be taken is 
taken by the process. 



In the description above, the "process" may cover any resource user. 
Specifically, the "process" could be an actual process, in the usual meaning of this 
10 term, a library, a hardware device, etc. 



As discussed above, the invention was described in reference to the preferred 
embodiment of a multiprocessing system; it may also be applied to a system having a 
single processor, for controlling use of resources. It may thus apply for controlling 
1 5 CPU use in a multitask system, for controlling licenses, or for controlling use of 
peripherals or other hardware or software resources. 



